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1. &% SonicWALL Bk ik
2. #EA System->Status i,

Security Services

Service Name

Modes|sers

33L WPM Modes|Users
Wirtual Assisk Modes|Users
WPM

Global YPH Client

(ZF3 {Conkent Filker)
Client &Y Enforcement
Gateway Anki-Yirus
Anki-5pyware

Inkrusion Prevention

fi{#4 App Control [ license

Status

Licensed - Unlimited Modes
Licensed 27 Modes (0 in use)
Licensed 2 Modes (0 in use)
Licensed

Licensed - 50 Licenses (0 in use)
Licensed

Mok Licensed

Licensed

Licensed

Licensed

App Conkrol

Licensed

App Wisualization
Anki-Sparm
YiewPaink

DPI-35L

3. #tA Firewall Settings->BWM J1ijii, % Bandwidth Management Type

%£h Advanced £

Firewall Settings |

BWM

Licensed
Mok Licensed
Mok Licensed

Mok Licensed

|@ Accept | |

Cancel || Restore Defaults...l

Bandwidth Management Type: ® pdvanced O clobal O None

Priority

0 Realtime

1 Highest

2 High

3 Medium High
4 Medium

5 Medium Low
6 Low

7 Lowest

Enable Guaranteed Maximum',Burst
| 0 % 100 | %
| 0 L' 100 | %o
30 | % 100 | %
F 0 % 100 | %
50 | % 100 | %
| 0 % 100 | %
20 % 100 | %
| 0 % 100 | %o
Total: 100



4. It Firewall->Bandwidth Objects i, ;i Add...f%4l

2 @ Dashboard Firewall |
» = System Bandwidth Objects
[ E Mebwark,

» & 3c/Modem

» é SonicPaink

Bandwidth Objects

w % Firewal Add. .
Access Rules
[ # Mame Guarantesd
App Rules
App Conkrol Advanced [y test Bum 0 Pbps
Makch Objects Add.

Action Objects
Address Objects
Service Objects
Bandwidth Objecks
Email Addr Objects

» %5 Firewal Settings

5. #A General iL1i~, B A Gy 448 test_Bwm, BCEAHNW S IRIESE, A
Guaranteed Bandwidth RBI{£iF7 %, Maximum Bandwidth Bl K775, 3
frT LLk#E kbps 5% Mbps, 7t Traffic Priority Tik#:405:4%, 0 Realtime ft#%
SERf iR, 76 Violation Action 1 r] LUEFE Delay By o & B = A2 ph o i 4k i AT
B 1%4F Drop BT g4

SONICWALL> | Network Security Appliance

General Elemental

Bandwidth Object Settings

Marre: test_Bwrn

izuaranteed Bandwidth: 0 khps
Maxirnurm Bandwidth; 1000 khps
Traffic Priority: 0 Realtime hd

Violakion Action:

Carmrnent:

| Ready

(] 8 Cancel Help



6. {r Elemental i1, /3 Enable Elemental Bandwidth 7] U5 &E4 IP (X5
Kot T AT BRI, Aihi% 4 80kbps

SONICWALL> | Network Security Appliance

7. riili OK S8R &

General

Elemental

Elemental Bandwidth Settings

Enable Elemental Bandwidth

Mazzirmurn Bandwidth: an

khps +

[Ready

ok

Help

8. it A Firewall->Action Objects iiiiii, :iili Add New Action Object %
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Dashboard
System
Mebwork
3a/Madem
SonicPaink
Firewall

Access Rules

App Rules

App Control Advanced

Match Ohjects
Action Objects
Address Objects

Service Objects

Bandwidth Objects
Email Addr Objects

1 Firewall Settings

DPI-55L
WolP
Anki-Spam
WP

Firewall |

Action Objects

Action DObjects

O #  name

1 Block SMTP E-Mail Without Reply

[ =z bwwrn-management

3 Evpass DI

4 CF5 block page

g Mo Ackion

3 Packet Monitor

7 Reset/Drop

g AR BMYR High

9 WAR BWI Liow

10 WA BWM Mediurm

Add Mew Action Object

Action Type

Block SMTP E-Mail WWithout Reply
Bandwidth Managernent

Eypass DPL

CF3 Block Page

Ma Ackion

Packet Monitor

Reset/Drop

Bandwidth Managenent
Bandwidth Managernent

Bandwidth Managenent



9. ¥1iZ Action Object 7%} bwm-management, 7t Action 'i%# Bandwidth

Management, J5H Enable Egress/Ingress Bandwidth Management,
7. Bandwidth Object it il & 1) test_Bwm 7 5 X %

SONICWALL> | Network Security Appliance

Action Object Settings

Action Mame: bwm-management

Action: Bandwidth Management v A
Bandwidth aggregation Method:| PEr Policy (v

Enable Egress BEandwidth Management

Bandwidth Object; | 18 st_Buwm

“
Enable Ingress Bandwidth Management
Bandwidth Object: | 1951_Bwm 3
[ Enable Tracking Bandwidth Usage
Moke: BWN Type: Advanced; To change go ko Firewall Settings = BWM
[Ready
0K Cancel Help

10.# A Firewall->Match Objects iifii, riili Add New Match Object 444
HTTP ~## —> Match Object, % Match Object #iv % 4 HTTP_DOWNLOAD,
/£ Match Object Type 'i£# Application Category List, £ Application

Categories F1i% 4% FILE-TYPES-HTTP, rfiili Add %41 FILE-TYPES-HTTP %5
F List 513

SONICWALL> | Network Security Appliance
Match Object Settings

Object Mame: HTTP_DOWMNLOAD

Match Object Tvpe: Application Categorny List i N

Application Categories: | FILE-TYPES-HTTR (72) hd
FILE-TYFES-HTTF (72)

Add
|pdate
Lisk:
Remaove

Remaove Al



11. i OK 58 &
12.#t X\ Firewall->App Rules 71, i/ Enable App Rules

Firgswall

App Rules

App Rules Status

App Rules Status
&pp Control License Expiration Date: 01/27/2013

App Rules Global Settings

Enable App Rules:
Global Log Redundancy Filker (seconds): |0

13. 4 Add New Policy %41 % HTTP R 410707 96 BRI In— 4 5, fr A
http_bwm_test, 7t Policy Type ' i%£#+: App Control Content, 7 Match Object
Hik$E HTTP_DOWNLOAD, 7t Action Object ''i£# bwm-management

SONICWALL> | Network Security Appliance

App Control Policy Settings

Palicy Marne: hitp_brwm_test
Palicy Type: App Contral Content v
Address: Ay e
Exclusion Address: MNane w
Match Object: HTTF_DOWRLOAD v
Action Object: bwrrn-rmanagement b
Included: Exchuded:
|sers|Groups: All | [MNone b
Schedule: Alwarys on V
Enable Flow reporting: O
Enable Looging:
Log individual object content: i
Log using App Conkrol message Format:
Log Redundancy Filker {seconds): Use Global Settings
Zone: ANy b

Mote: BWM Type: Advanced; To change go to Firewall Settings = BWM

| Ready

] Cancel Help



14. riili OK 58 e &
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